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▶  Greetings from the General Chairs

We warmly welcome you to the 25th World Conference on Information Security Applications 

(WISA 2024). Since its first workshop in 2000, WISA has grown into one of the premier 

international conferences where researchers and engineers in the field of security gather to 

exchange ideas and explore the latest advancements in information security applications.

Celebrating its 25th anniversary, WISA owes its success to the contributions of participants 

from around the world. As the General Chairs of WISA 2024, we would like to extend our 

deepest thanks to all attendees. This year, WISA is proudly co-hosted by the Korea Institute 

of Information Security and Cryptology (KIISC) and the Electronics & Telecommunications 

Research Institute (ETRI), with the co-sponsorship of the Ministry of Science and ICT (MSIT), 

the Korea Internet & Security Agency (KISA), the National Security Research Institute (NSR) 

and the Korea Institute of Science and Technology Information (KISTI).

At this WISA 2024 conference, we will delve into the innovative possibilities of various 

technologies that enhance and challenge about cybersecurity. The focus will be on artificial 

intelligence (AI) and blockchain-driven security, hardware cryptography, and other key 

aspects of security applications. We invite a diverse group of researchers and practitioners 

to join us in advancing the state of the art and addressing the fundamental challenges in 

security. Come and be part of the conversation that will shape the future of information 

security.

Our WISA 2024 will serve as an open forum for exploring these innovative possibilities. 

The Program Chairs — Jong-Hyouk Lee (Sejong University, Korea), Keita Emura (Kanazawa 

University, Japan), and Sokjoon Lee (Gachon University, Korea) — have meticulously prepared 

an excellent program with the support of the program committee members, whose 

unwavering dedication has once again contributed to the success of WISA. Additionally, we 

extend our heartfelt gratitude to the Organization Chairs — Manhee Lee (Hannam University, 

Korea) and Yousung Kang (ETRI, Korea) — and the organizing committee members, whose 

behind-the-scenes efforts have been crucial in ensuring the smooth running of this 

conference.
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 Greetings from the General Chairs  ◀

We are particularly honored to feature two keynote talks: Koji Nakao from the National 

Institute of Information and Communications Technology (NICT) will speak on “Proactive 

Cybersecurity Measures and Response through Passive Monitoring Technology,” and Sal 

Francomacaro from the National Institute of Standards and Technology (NIST) will present 

on “Information Security and Standards: Common Goals and Synergies.” Additionally, we 

are privileged to host an invited talk by Junji Shikata from Yokohama National University on 

“Advanced Cryptography Based on PQC for Future Communication Services.” WISA 2024 

will also offer a unique opportunity to participate in the International Research Exchange 

Workshop, an invitation-only event for exchanging recent research results among the 

international researchers attending WISA 2024.

The conference received 87 submissions across various areas of information security 

applications, and after rigorous review by the program committee, 28 outstanding regular 

papers were selected. In addition, 62 posters have been accepted for presentation. We have 

organized 10 sessions for oral presentation and 3 sessions for poster exhibition.

The venue for WISA 2024, Jeju Island, offers a unique tourist experience in addition to 

hosting this prestigious conference. We hope that all participants will enjoy their time on 

this beautiful island and engage in fruitful discussions on information security applications. 

Lastly, we would like to express our sincere gratitude to each member of the WISA organizing 

and program committees, as well as to all paper contributors. Without their dedication and 

professionalism, WISA 2024 could not have been possible.

August 2024

Prof. Jaecheol Ha (Hoseo University, Korea)

Dr. Seung Chan Bang (ETRI, Korea)

General Co-Chairs of WISA 2024
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▶  Committee

▶   �General Co-Chairs
Jaecheol Ha (Hoseo University, Korea)
Seung Chan Bang (ETRI, Korea)

▶   �Advisory Committee
Dong-Hoon Lee (Korea University, Korea)
Heekuck Oh (Hanyang University, Korea)
Jaecheol Ryou (Chungnam National University, Korea)
Kyung-Hyune Rhee (Pukyong National University, Korea)
Okyeon Yi (Kookmin University, Korea)
Souhwan Jung (Soongsil University, Korea)
Yoojae Won (Chungnam National University, Korea)

▶   �Steering Committee
Dooho Choi (Korea University, Korea)
Ho-Won Kim (Pusan National Universiy, Korea)
Ilsun You (Kookmin University, Korea)
Jeong-Nyeo Kim (ETRI, Korea)
Jin Kwak (Ajou University, Korea)

▶   �Program Committee Co-Chairs
Jong-Hyouk Lee (Sejong University, Korea)
Keita Emura (Kanazawa University, Japan)
Sokjoon Lee (Gachon University, Korea)

▶   �Program Committee
Byoungyoung Lee (Seoul National University, Korea)
Cheng-Chi Lee (Fu Jen Catholic University, Taiwan)
Chun-Wei Tsai (National Sun Yat-sen University, Taiwan)
Daiki Miyahara (The University of Electro-Communications, Japan)
Deok-Gyu Lee (Seowon University, Korea)
Gunhee Lee (The Affiliated Institute of ETRI)
Hikaru Tsuchida (Saitama Institute of Technology, Japan)
Hiroaki Kikuchi (Meiji University, Japan)
Hyoungshick Kim (Sungkyunkwan University, Korea)
Hyung Chan Kim (National Security Research Institute, Korea)
Ijaz Ahmad (VTT - Technical Research Centre of Finland, Finland)
Il-Gu Lee (Sungshin Women's University, Korea)
JaeSeung Song (Sejong University, Korea)
Ji Sun Shin (Sejong University, Korea)
Jong Hwan Park (Sangmyung University, Korea)
Jongsung Kim (Kookmin University, Korea)
Joobeom Yun (Sejong University, Korea)
Jun Lee (Korea Institute of Science and Technology Information, Korea)
Kaisei Kajita (Japan Broadcasting Corporation, Japan)
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 Committee  ◀

Kamal Singh (University St-Etienne, France)
Keisuke Hara (National Institute of Advanced Industrial Science and Technology, Japan)
Ki-Woong Park (Sejong University, Korea)
Kouichi Sakurai (Kyushu University, Japan)
Kwangsu Lee (Sejong University, Korea)
Kyosuke Yamashita (Osaka University, Japan)
Madhusanka Liyanage (University College Dublin, Ireland)
Manabu Tsukada (University of Tokyo, Japan)
Masayuki Fukumitsu (University of Nagasaki, Japan)
Mika Ylianttila (University of Oulu, Finland)
Mun-Kyu Lee (Inha University, Korea)
Naveen Chilamkurti (La Trobe University, Australia)
Neeraj Kumar (Thapar Institute of Engineering and Technology, India)
Nobuyuki Sugio (Hokkaido University of Science, Japan)
Pawani Porambage (VTT - Technical Research Centre of Finland, Finland)
Pham Van Huy (Ton Duc Thang University, Vietnam)
SeogChung Seo (Kookmin University, Korea)
Shingo Sato (Yokohama National University, Japan)
Taisei Takahashi (Tsukuba University, Japan)
Tetsushi Ohki (Shizuoka University, Japan)
Young-Gab Kim (Sejong University, Korea)
Yuseok Jeon (Ulsan National Institute of Science and Technology, Korea)

▶   �Organizing Committee Co-Chairs
Manhee Lee (Hannam University, Korea)
Yousung Kang (ETRI, Korea)

▶   �Organizing Committee
Changhoon Kim (Daegu University, Korea)
Daesun Choi (Soongsil University, Korea)
Dongho Kang (ETRI, Korea)
Eunjoong Kim (Igloo Security, Korea)
Haehyun Cho (Soongsil University, Korea)
Jaedeok Lim (ETRI, Korea)
Jinyoung Oh (KISA, Korea)
Jonghee Youn (Yeungnam University, Korea)
Jungtaek Seo (Gachon University, Korea)
Junghee Kim (KISA, Korea)
Junghoon Lee (Somansa, Korea)
Jungseok Song (KISTI, Korea)
Jungsoo Park (Kangnam University, Korea)
Myoungho Kim (Coontec, Korea)
Wonho Kim (NSR, Korea)
Wonhyouk Lee (KISTI, Korea)
Woonyeon Kim (NSR, Korea)
Youngcheol Cho (Piolink, Korea)
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▶  Keynotes and Invited Talks

▶   �Invited Talk

Invited Talk: �Junji Shikata 
(Yokohama National University, Japan)

Title: �Advanced Cryptography Based on PQC for Future Communication 

Services 

Date : August 22, 11:50 

Abstract

By Advanced Cryptography, we mean cryptographic schemes that claim superiority over conventional 
cryptographic primitives in terms of added or improved functionality, or new functionality, such as being able 
to solve problems that were difficult to solve with the conventional ones. For example, advanced cryptography 
includes ID-based encryption, attribute-based encryption, broadcast encryption, homomorphic encryption; and 
ID-based signature, aggregate signature, attribute-based signature, ring signature. This talk explains advanced 
cryptography based on PQC for their utilization under future emerging environments such as 5G beyond (B5G). In 
addition, Japanese research projects on advanced cryptography based on PQC for secure wireless communication 
and their activities are introduced and explained. 

Biography

Junji Shikata received the B.S. and M.S. degrees in mathematics from Kyoto University, Japan, in 1994 and 1997, 
respectively, and the Ph.D. degree in mathematics from Osaka University, Japan, in 2000. From 2000 to 2002, he was 
a Postdoctoral Fellow with the Institute of Industrial Science, The University of Tokyo, Japan. Since 2002, he has been 
with the Faculty of Environment and Information Sciences, Yokohama National University, Japan. He is currently a 
Professor, and he was a Dean of the faculty from 2021 to 2023. Since 2023 he has been a Vice-President of Yokohama 
National University. His research interests include cryptology, information theory, theoretical computer science, and 
computational number theory. He has been a member of the CRYPTREC (Cryptography Research and Evaluation 
Committees) in Japan from 2019 and was a WG Leader of Advanced Cryptography at CRYPTREC from 2021 to 
2023. Currently, he is a Chair of Technical Committee on Information Security (ISEC) of the Institute of Electronics, 
Information and Communication Engineers (IEICE), Japan.



W
IS

A
 2

02
4

Th
e 

25
th

 W
or

ld
 C

on
fe

re
nc

e 
on

 In
fo

rm
at

io
n 

Se
cu

rit
y 

A
pp

lic
at

io
ns

7

Keynotes and Invited Talks  ◀

▶   �Keynote 1

Keynote 1: �Koji Nakao (National Institute of Information and 
Communications Technology (NICT), Japan)

Title: �Proactive Cybersecurity Measures and Response through Passive 

Monitoring Technology  

Date : August 21, 13:30  

Abstract

Due to the diversification and sophistication of cyber attacks in recent years, there has been no end to the number 
of serious attacks on organizations, and the damage (impact) to organizations is increasing. As a countermeasure, 
I will provide more proactive cyber security measures and methods for responding to cyber attacks by observing 
and capturing cyber attacks using passive monitoring methods such as darknet and honeypots to capture signs 
of attacks, etc. 

Biography

Koji Nakao received the B.E. degree of Mathematics from Waseda University in 1979. Since joining KDDI in 1979, he 
has been engaged in research on communication protocols and information security technologies at KDDI R&D 
Laboratories. Currently, he is engaged in research on IoT security, 5G security, supply chain security, etc., as well as 
formulation of national strategies and international standardization. As his recent positions, he is a "Distinguished 
Researcher" at NICT overseeing research activities on cyber security technologies, a "Visiting Professor" at Yokohama 
National University for IoT security research and was a “cyber security advisor” at National Center of Incident readiness 
and Strategy for Cybersecurity (NISC) from FY 2017- FY 2023.
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 ▶  Keynotes and Invited Talks

▶   �Keynote 2

Keynote 2: �Sal FRANCOMACARO (National Institute of Standards 
and Technology (NIST), USA) 

Title: �Information Security and Standards: Common Goals and Synergies

Date : August 22, 10:50 

Abstract

Information security and standards are critical components in safeguarding digital information and ensuring 
consistent, reliable, and secure operations across various industries. This presentation explores the common 
goals and synergies between information security practices (and Cryptography) and established standards. 
By examining the intersection of these domains, we identify how standards can facilitate the implementation 
of robust security measures, enhance interoperability, and promote a unified approach to risk management. 
Furthermore, this presentation discusses best practice in information security standardization and the role of 
standards in fostering global collaboration, streamlining compliance efforts, and driving continuous improvement 
in information security. The findings highlight the importance of aligning security initiatives with standard 
frameworks to achieve comprehensive protection and operational excellence.  

Biography

Sal Francomacaro is a Standards professional and a Cybersecurity SME. He has honed his expertise in 35 years 
of career in both commercial companies and government agencies. His knowledge spans across many facets of 
Cybersecurity: Security Tokens, Identity Management, Standards and Security Policies. Sal has worked 25 years in the 
Standards world. He holds officer positions in several international and domestic Standards bodies (among those in 
JTC 1/SC 27 - Information security, cybersecurity and privacy protection and ISO TC 307 - Blockchain and distributed 
ledger technologies). He is currently employed by NIST, in its Computer Security Division. At NIST, he serves as the 
Standards Coordinator and liaison for its Cybersecurity standardization efforts.  
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Conference Program  ◀

Main Venue: Crystal Hall, Jade Hall (2F) 

DAY 1   August 21 (Wednesday), 2024
Room

Time Crystal Hall 

13:00 - 13:20 Registration in front of Crystal Hall
13:20 - 13:30 Opening Remarks 

13:30 - 14:10
Keynote 1: Proactive Cybersecurity Measures and Response through Passive Monitoring Technology

Koji Nakao (National Institute of Information and Communications Technology (NICT), Japan)
Session Chair: Jong-Hyouk Lee (Sejong University)

14:10 - 14:30 Coffee Break

14:30 - 15:30
Session 1: Cryptography

Session Chair: Keita Emura, (Kanazawa University)
15:30 - 15:50 Coffee Break

15:50 - 16:50
Session 2: Network Security

Session Chair: Sokjoon Lee (Gachon University)

DAY 2   August 22 (Thursday), 2024
Room

Time Crystal Hall Jade Hall

09:30 - 10:30
Session 3: AI Security

Session Chair: Taekyoung Kwon (Yonsei University)
Session 4: Network & Application Security

Session Chair: Hwajeong Seo (Hansung University)
10:30 - 10:50 Coffee Break

10:50 - 11:30
Keynote 2: Information Security and Standards: Common Goals and Synergies

Sal FRANCOMACARO (National Institute of Standards and Technology (NIST), USA)
Session Chair: Jong-Hyouk Lee (Sejong University)

11:30 - 11:50 Coffee Break

11:50 - 12:30
Invited Talk: Advanced Cryptography Based on PQC for Future Communication Services

Junji Shikata (Yokohama National University, Japan)
Session Chair: Sokjoon Lee (Gachon University)

12:30 - 14:00  Lunch Break (Convention Hall, 1F)

14:00 - 15:00
Session 5: AI Security

Session Chair: DaeHun Nyang  (Ewha Womans University)
Session 6: CPS Security

Session Chair: Heejun Roh (Inha University)

15:00 - 16:00

KIISC Board Meeting

Poster Session 1 in front of Jade Hall
Session Chair: Jungsoo Park (Kangnam University)

16:00 - 17:00
Poster Session 2 in front of Jade Hall

Session Chair: Dong-Chan Kim (Kookmin University)

17:00 - 18:00
Poster Session 3 in front of Jade Hall

Session Chair: Il-Gu Lee (Sungshin Women’s University)
18:00 - 18:30 Break Time
18:30 - End Banquet (Convention Hall, 1F)

DAY 3   August 23 (Friday), 2024
Room

Time Crystal Hall Jade Hall

09:30 - 10:30
Session 7: Fuzzing 

Session Chair: Chae-Tae Im (KISA)
Session 8: Malware 

Session Chair: Deok Gyu Lee (Seowon University)
10:30 - 10:50 Coffee Break

10:50 - 11:50
Session 9: Software Security
Session Chair: Jungtae Kim (ETRI)

Session 10: Emerging Topic
Session Chair: Youngsoo Kim (ETRI)

11:50 - 13:00  Lunch Break (Convention Hall, 1F)
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▶  Special Session

• Program : 2024 IITP Cyber Security R&D Program Peer Review		

• Time/Venue : August 22, 13:00 ~ 17:30 / Amethyst Hall(2nd Floor)		

• Purpose: �Peer review is crucial for driving innovation in 「ICT Cyber security R&D Program」by aligning projects with 
cutting-edge research and fostering the exchange of ideas among researchers.		

• Time Table 

Time Topic Speaker

13:00~15:00

Topic 1
■ �Development of causal reasoning and expression technology to enhance 

the proof of digital evidence
Topic 2
■ �Development of user authentication and privacy preserving technology for 

a secure metaverse environment 

KETI 
(Jung Jong Jin)

ETRI
(Soo Hyung Kim)

15:00~15:30 Break Time & Social networking -

15:30~17:30

Topic 3
■ �Development of network behavior-based security monitoring technology 

against encrypted cyber threats (Multi-ministry collaborative program)
1) �Development of security monitoring technology based network behavior 

against encrypted cyber threats in ICT convergence environment
2) �Development of security monitoring technology based network behavior 

against encrypted cyber threats in ITS/C-ITS environment
3) �Development of security monitoring technology based network behavior 

against encrypted cyber threats in maritime environment 

KISTI
(Jungsuk Song)

Korea Expressway 
Corporation

(Kwon Seo Gu)
KRISO

(Shim Woo 
Seong)
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International Research Exchange Workshop (Invitation Only)  ◀

Main Venue: Amethyst Hall (2F) 

DAY 1   August 21 (Wednesday), 2024
Room

Time Amethyst Hall

09:00 - 09:10 Opening Remarks 

09:10 – 10:20

Invited Talk Session 1
1. On the Feasibility of Identity-based Encryption with Equality Test against Insider Attacks

Prof. Keita Emura (Kanazawa University, Japan)
2. Privacy-Preserving Medical Data Warehouse System Supporting Secure Data Mining,  

Prof. Chun-I Fan (National Sun Yat-sen University, Taiwan)
3. Recent Korea's Efforts for Boosting Software Supply Chanin Security

Prof. Manhee Lee (Hannam University)

10:20 - 10:40 Coffee Break

10:40 - 11:50

Invited Talk Session 2
1. Security in web and virtual machines

Prof. Masaya Sato (Okayama Prefectural University, Japan)
2. Toward Automated Deep Learning

Prof. Chun-Wei Tsai (National Sun Yat-sen University, Taiwan)
3.  AI Security on Malware analysis

Dr. Jungtae Kim (ETRI)

11:50 - 13:00 Lunch
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CONTENTS
The 2024 WISA Paper Session

DAY 1   August 21 (Wednesday), 2024

Session 1: Cryptography
Session Chair: Keita Emura (Kanazawa University)

ECPM Cryptanalysis Resource Estimation
Dedy Septono Catur Putranto, Rini Wisnu Wardhani, Jaehan Cho and Howon Kim (Pusan National University)

Integral Attack with Bit-based Division Property on the Lightweight Block Cipher LBC
Naoki Shibayama and Yasutaka Igarashi (Tokyo University of Science)

Session 2: Network Security
Session Chair: Sokjoon Lee (Gachon University)

ARP Spoofing Mitigation for the E2 Interface in Open RAN: An xApp Approach
Jihye Kim, Jaehyoung Park and Jong-Hyouk Lee (Sejong University)

Investigating the Transferability of Evasion Attacks in Network Intrusion Detection Systems 
Considering Domain-Specific Constraints
Mariama Mbow (Kyushu University), Rodrigo Román (University of Malaga), Ayan Seal (PDPM Indian Institute of 
Information Technology, Design and Manufacturing), Kevin I-Kai Wang (The University of Auckland), Sraban Kumar 
Mohanty (PDPM Indian Institute of Information Technology, Design and Manufacturing) and Kouichi Sakurai (Kyushu 
University)

Enhancing Robustness in NIDS via Coverage Guided Fuzzing and Adversarial Training
Jung Yup Rhee, Leo Hyun Park and Taekyoung Kwon (Yonsei University)
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DAY 2  August 22 (Thursday), 2024

Session 3: AI Security
Session Chair: Taekyoung Kwon (Yonsei University)

VoteGAN: Generalized Membership Inference Attack Against Generative Models by Multiple 
Discriminators
Gyeongsup Lim, Wonjun Oh and Junbeom Hur (Korea University)

Unsupervised Contextual Anomalous Communication Detection Using VQ Tokenization with Flow 
Data
Norihiro Okui (KDDI Research Inc.), Shotaro Fukushima (ARISE analytics inc.), Ayumu Kubota (KDDI Research Inc.) and 
Takuya Yoshida (Toyota Motor Corporation)

Boosting Black-Box Transferability of Weak Audio Adversarial Attacks with Random Masking
Mai Bui, Thien-Phuc Doan, Kihun Hong and Souhwan Jung (Soongsil University)

Session 4: Network & Application Security
Session Chair: Hwajeong Seo (Hansung University)

Security Function for 5G-Advanced and 6G: Malicious UE Detection in Network Slicing
Jaehyoung Park, Jihye Kim and Jong-Hyouk Lee (Sejong University)

Simple Perturbations Subvert Ethereum Phishing Transactions Detection: An Emperical Analysis
Ahod Alghuried and David Mohaisen (University of Central Florida)

LLM Guardrail Framework: A Novel Approach for Implementing Zero Trust Architecture
Bogeum Kim, Hyejin Sim, Jiwon Yun, Jaehan Cho and Howon Kim (Pusan National University)

Session 5: AI Security
Session Chair: DaeHun Nyang (Ewha Womans University)

ChatDEOB: An Effective Deobfuscation Method based on Large Language Model
Byunggeon Choi, Hongjoo Jin, Dong Hoon Lee and Wonsuk Choi (Korea University)

An effective ensemble algorithm for short-term load forecasting
En-Wei Zhang, Luo-Fan Wu and Chun-Wei Tsai (National Sun Yat-sen University)
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Session 6: CPS Security
Session Chair: Heejun Roh (Inha University)

PUF-Based Authentication and Authorization Protocol for IoT
Yu-Tse Shih (National Sun Yat-sen University), Shih-Ming Huang (Industrial Technology Research Institute) and Chun-I Fan 
(National Sun Yat-sen University)

Field Testing and Detection of Camera Interference for Autonomous Driving
Ki Beom Park and Huy Kang Kim (Korea University)

One-class Classification-based Position Falsification Detection System in C-ITS Communication 
Network
Ilhwan Ji, ChangJin Choi (Gachon University), Cheolho Lee (ENKI WhiteHat), Seungho Jeon and Jung Taek Seo (Gachon 
University)

DAY 3   August 23 (Friday), 2024

Session 7: Fuzzing
Session Chair: Chae-Tae Im (KISA)

Reverse Engineering-Guided Fuzzing for CAN Bus Vulnerability Detection
Manu Jo Varghese, Frank Jiang (Deakin University), Abdur Rakib (Coventry University), Robin Doss and Adnan Anwar 
(Deakin University)

Air-Fuzz: Feasibility analysis of fuzzing-based side-channel information leakage attack in air-gapped 
networks
Yeon-Jin Kim, Na-Eun Park and Il-Gu Lee (Sungshin Women's University)

Fuzzing JavaScript Engines with Diversified Mutation Strategies
Cheng-Han Shie, Pin-Huang Fang and Chun-I Fan (National Sun Yat-sen University)

Session 8: Malware
Session Chair: Deok Gyu Lee (Seowon University)

Detecting Phishing-targeted Web Push Notifications through Image Similarity Analysis
Rion Matsuzaki and Masaya Sato (Okayama Prefectural University)

Dissecting the Infrastructure Used in Web-based Cryptojacking: A Measurement Perspective
Ayodeji Adeniran, Kieran Human and David Mohaisen (University of Central Florida)

A Survey on Attack Cases with VBS Malware in Windows
GyuHyun Jeon, Seungho Jeon and Jung Taek Seo (Gachon University)
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Session 9: Software Security
Session Chair: Jungtae Kim (ETRI)

Adversarial Manhole: Challenging Monocular Depth Estimation and Semantic Segmentation Models 
with Patch Attack
Naufal Suryanto, Andro Aprila Adiputra, Ahmada Yusril Kadiptya (Pusan National University), Yongsu Kim (SmartM2M) 
and Howon Kim (Pusan National University)

Plotting OSS-based Supply Chain attack strategies and the defense failure
Arpita Dinesh Sarang, Sang-Hoon Choi and Ki-Woong Park (Sejong University)

A Proposal of a Supply Chain Security Model for Generative AI
Keun Young Lee (Financial Security Institute) and Jiyeon YOO (Sangmyung University)

Session 10: Emerging Topic
Session Chair: Youngsoo Kim (ETRI)

Privacy Enhanced P2P Power Trading Using DID-based Identity Verification in a Microgrid
Taeyang Lee and Jong-Hyouk Lee (Sejong University)

Quantum Implementation of LSH
Yujin Oh, Kyungbae Jang and Hwajeong Seo (Hansung University)

Who ruins the game?: unveiling cheating users in the “Battlefield" game
Dong Young Kim and Huy Kang Kim (Korea University)
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The 2024 WISA Poster Session

Poster Session 1 : 15:00 - 16:00, August 22 (Thursday), 2024
Session Chair: Jungsoo Park (Kangnam University)

Session1-1  Proposal of distributed network data management mechanism based on keyword 
extraction from text content
Jinsu Kim and Namje Park (Jeju National University)

Session1-2  Poster: Blockchain-Based ESG Reporting and Refurbishment Certification in the 
Cosmetics Industry
Cho Nwe Zin Latt, Muhammad Firdaus and Kyung-Hyune Rhee (Pukyong National University)

Session1-3  Random Public Codebook-Based Double XOR Cipher
Seung-Ha Ji, So-Eun Jeon and Il-Gu Lee (Sungshin Women’s University)

Session1-4  Error Correction Code-Based Two-Layer Digital Watermarking Technique
Do-Eun Kim, So-Hyun Park and Il-Gu Lee (Sungshin Women’s University)

Session1-5  A Study on Enhancing Reauthentication Methods  Among Workloads in a ZTA 
Environment
Wonhwi Choi and Jungsoo Park (Kangnam University)

Session1-6  Exploring Hybrid Approach-Steganalysis in Digital Forensics Applications
Rini Wisnu Wardhani, Dedy Septono Catur Putranto, Thi-Thu-Huong Le, Agus Mahardika Ari Laksmono, Hwang Yeonjeong 
and Howon Kim (Pusan National University)

Session1-7  Ultra-high Reliable Multi-AP Cooperation Using Securely Compressed Channel-status 
Information
So-Eun Jeon and Il-Gu Lee (Sungshin Women’s University)

Session1-8  Adversarial Attacks on Behavior Decisions and  Countermeasures Using Dropout-Based 
Fake Node
Seungyeol Lee, Youngju Lee and Jaecheol Ha (Hoseo University)

Session1-9  Blockchain-based secure vehicle data trading model for vehicle accident reconstruction
Su Jin Shin, Youngho Park and Sang Uk Shin (Pukyong National University)
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Session1-10  Secure and Low Latency Transmission Technique for Next Generation Wireless LANs
Sun-Jin Lee and Il-Gu Lee (Sungshin Women’s University)

Session1-11  Data Preprocessing Technique for Privacy-Preserving Machine Learning
Ye-Rim Jeong, So-Yeon Kim and Il-Gu Lee (Sungshin Women’s University)

Session1-12  Mission-centric Cyber Resilience Assessment using Transformer Models in Tactical 
Modeling and Simulation
Seungwoon Lee, Haerin Kim and Jaesik Kang (LIG Nex1)

Session1-13  Enhancing Cyber Warfare Training: A Cost-Effective Approach to Multi-Host Network 
Simulations with Container-Based Cyber Range
Haerin Kim and Seungwoon Lee (LIG Nex1)

Session1-14  Defense Mechanism Using Purifier and Detector Against Adversarial Patch Attacks for 
Unmanned Combat Systems
Dong-U Kang (Korea University), Jaesik Kang and Seungwoon Lee (LIG Nex1)

Session1-15  A Robust Counting Sketch for Data Plane Intrusion Detection
Sian Kim and DaeHun Nyang (Ewha Womans University)

Session1-16  Multi-Link Operation-Based Group Selection Technique for Enhancing Privacy and 
Efficiency in Federated Learning
So-Yeon Kim, Na-Eun Park, Yu-Ran Jeon and Il-Gu Lee (Sungshin Women’s University)

Session1-17  COLA Sketch: Enhancing Intrusion Detection with Collision-Aware Noise Reduction
JiYeon Kim, Sian Kim and DaeHun Nyang (Ewha Womans University)

Session1-18  Clock Glitch-based Fault Injection Attack on Deep Neural Network
Hyoju Kang, Seongwoo Hong and Jaecheol Ha (Hoseo University)

Session1-19  Modular Design Approach in API Security
I Wayan Adi Juliawan Pawana, Youngjae Kim, Bonam Kim and Ilsun You (Kookmin University)

Session1-20  Poster: Impact Assessment of Cooperative Driving Performance because of I/O Latency
Juon Kim(Korea University), Sanghwa Jin, Jongin Lee (Samsung Electronics) and Wonsuk Choi (Korea University)

Session1-21  Proposal of eqSIM Security Toolkit for Private 5G Device Authentication
Hyejin Yoon, Yoonjin Jang, Seunghwan Yun and Okyeon Yi (Kookmin University)
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Poster Session 2: 16:00 - 17:00, August 22 (Thursday), 2024
Session Chair: Dong-Chan Kim (Kookmin University)

Session2-1  Proposal of a client consensus mechanism in a blockchain proof environment based on 
token distribution
Jinsu Kim, Keunbae Choi and Namje Park (Jeju National University)

Session2-2  Better RDP-GAN with A Noisy Generator
JungHye Choi and DaeHun Nyang (Ewha Womans University)

Session2-3  Study on the possibility of hash collisions of OTP values
Tae-Gyeong NA, Hansaem Wi and Okyeon Yi (Kookmin University)

Session2-4  Template-free Jailbreak Red-Teaming for LLM: A Effort-Effective Approach
Donghyun Kim, Mingyu Lee, Yijun Jin, Sang Seo, Hyunpyo Choi and Juhyun Jang (NSHC Inc.)

Session2-5  Empirical Analysis of Cryptocurrency Payment Tracking through Money Laundering 
Brokers: Case Study of an Unexplored Scam
Mijin Shin, Minjung Yoo, Eunbeen Lee, Yiseul Choi, Yunyoung Jung and Seongmin Kim (Sungshin Women's University)

Session2-6  Proposal for a Small Quantum Encryptor  for Application Data Security
Hyeongyeop Kim, Seowoo Jung, Changuk Jang and Okyeon Yi (Kookmin University)

Session2-7  A Study on the Processing of Contraband Evidence; Focused on Child Sexual Abuse 
Material
Ye-eun Jeon, Yeram Lim and Seongmin Kim (Sungshin Women's University)

Session2-8  Generative AI and Child Sexual Abuse Material: Enhancing Legal Frameworks through 
Child Recognition Model
Yeram Lim, Ye-eun Jeon and Seongmin Kim (Sungshin Women's University)

Session2-9  COPY&RETURN: Nullifying Suspicious Cryptographic Operations for Behavioral Analysis 
of Ransomware
Yohan Lee, Jiseok Bang and Seungkwang Lee (Dankook University)

Session2-10  Interoperable Alternative to Canary-based Protection of Stack Smashing
Kangmin Kim (Dankook University), Jeong-Nyeo Kim (ETRI) and Seungkwang Lee (Dankook University)

Session2-11  Early Detection of Vulnerabilities in Static Analysis with  Terraform and Kubernetes: 
Methods and Strategies
Hyeyeon Hyeon, Gahyun Kim, Mijin Kim, Yerin Chun and Seongmin Kim (Sungshin Women’s University)
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Session2-12  Exploiting Standalone Access Vulnerabilities in Envoy Proxy for Restart Attacks
Jiwon Yoo, Seo-yeon Kang and Seongmin Kim (Sungshin Women’s University)

Session2-13  Interference Avoidance and Mitigation Technique Utilizing Cooperative Characterization 
of Interferers in Dense Wireless Networks
Jin-Min Lee, Hye-Yeon Shim and Il-Gu Lee (Sungshin Women’s University)

Session2-14  An Effective Labeling Model for Minimal Labeled Encrypted Network Traffic Data
Daeho Choi, Minjeong Cho and Kiwook Shon (Seoul National University of Science and Technology)

Session2-15  5G Private Networks: A Survey on Architecture, Threats, Security Requirements, and 
Research Challenges
Changhyeon Woo, Jieon Oh, Yongho Ko and Ilsun You (Kookmin University)

Session2-16  Reliable Practical Byzantine Fault Tolerance Mechanism for High Throughput and Low 
Latency Blockchain Consensus
Namryeong Kim and Il-Gu Lee (Sungshin Women's University)

Session2-17  Cryptojacking Container Detection Based on Network Flow Analysis in Kubernetes
Sumin Kim, Soomin Lee, Jeongeun Ryu, Ri-Yeong Kim and Seongmin Kim (Sungshin Women's University)

Session2-18  Autoencoder-Based Face De-identification and Swapping for Enhanced Privacy 
Protection
So Yeon Kim, Seong Hyun Min, Ma Ii Jo and Won Gyum Kim (AIDEEP Inc.)

Session2-19  One-Pixel Attack Mitigation Technique
Yeon-Ji Lee and Il-Gu Lee (Sungshin Women’s University)

Session2-20  Enhancing Alarm Systems Utilizing In-Network Computing for Mitigating Tampered 
Alarms
Junghyun Moon, Eunji Chang and Kookheui Kwon (KINAC)
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Poster Session 3: 17:00 - 18:00, August 22 (Thursday), 2024
Session Chair: Il-Gu Lee (Sungshin Women’s University)

Session3-1  Multi-Channel-Based Physical Layer Security for Dynamic Key Update
Chae-Yeon Park, Sun-Jin Lee and Il-Gu Lee (Sungshin Women's University)

Session3-2  The Paradox of Security Controls: Do Stricter Organizational Measures Improve Security 
Levels?
Jungjoo Oh and Il-Gu Lee (Sungshin Women's University)

Session3-3  Optimized Implementation of SABER on resource-constrained 16-bit MSP430 MCU
MinGi Kim, DongHyun Shin, YoungBeom Kim and Seog Chung Seo (Kookmin University)

Session3-4  TrustMark, can I trust you?
Su-Kyoung Kim, Yu-Ran Jeon, Jung-Hwa Ryu and Il-Gu Lee (Sungshin Women’s University)

Session3-5  Partial Homomorphic Encryption for Privacy-Preserving Data Learning
Hye-Yeon Shim, Yu-Ran Jeon and Il-Gu Lee (Sungshin Women’s University)

Session3-6  ML-DSA Implicit certificates: PQC Migration for IEEE 1609.2 Standard
YoonSun Han (Kookmin University), Dongmin Kim (Samsung Electronics) and Seog Chung Seo (Kookmin University)

Session3-7  Efficient Implementation of Falcon on Cortex-M4
Junhyeok Choi, Seung-Ju Wi and Seog Chung Seo (Kookmin University)

Session3-8  Repeated Embedding Techniques of Duplicated Least Significant Bits for Secure Digital 
Watermarks
Chae-Won Song, So-Hyun Park and Il-Gu Lee (Sungshin Women's University)

Session3-9  Practical Zero Trust Implementation for Low Latency and High Reliability Networks
Seo-Yi Kim and Il-Gu Lee (Sungshin Women's University)

Session3-10  A Study on the Strengthening of the Research Security System: Focusing on the 
Comparative Analysis of Laws and Systems in Major Countries
Hyun-Che Song, Hye-In Lee and Il-Gu Lee (Sungshin Women's University)

Session3-11  Forensic Analysis of Trust Wallet Artifacts in Browser Extension Environment
JiWon Bae and Kiwook Sohn (Seoul National University of Science and Technology)

Session3-12  Optimizing HQC on Cortex-M4
DongCheon Kim and Seog Chung Seo (Kookmin University)
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Session3-13  A Study of V2V Certificate Management for  PQC Migration
Jung-Hun Kang, Soojin Lee and Seung-Hyun Seo (Hanyang University)

Session3-14  Security Evaluation on the KpqC Round 2 Lattice-based Candidates
Sumin Park, Eunmin Lee, Hyun-A Noh, Hyojung Yoon and Joohee Lee (Sungshin Women's University)

Session3-15  Comparison of Voice Feature Extraction Techniques for Deepfake Detection
Seong-Bean Park, Jeong-Hyun Sim and Hyun-Min Song (Dankook University)

Session3-16  The architectural difference of Consumer, IoT and M2M eSIM RSP security
Hoseok Kwon, Taeho Won, Bonam Kim and Ilsun You (Kookmin University)

Session3-17  Analysis of Security Threats and Countermeasures of Artificial Intelligence-Based Digital 
Education
Hye-In Lee, Hyun-Che Song and Il-Gu Lee (Sungshin Women's University)

Session3-18  Hardware-based NTT accelerator design for ML-DSA
Byeonguk Jeong, Eunse Kang and Howon Kim (Pusan National University)

Session3-19  Efficient Fuzzing Technique for Lightweight Firmware-Over-The-Air
Na-Hyun Kim, Jin-Min Lee and Il-Gu Lee (Sungshin Women's University)

Session3-20  Enhancing Operational Technology Cybersecurity using Security Levels, Differential 
Privacy, and Post-Quantum Cryptography
Junghyun Moon, Eunji Chang and Kookheui Kwon (KINAC)

Session3-21  Evaluation and Analysis of Adversarial Attacks to Digital Watermarks
A-Young Jeon, Yeon-Ji Lee and Il-Gu Lee (Sungshin Women’s University)
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▶   �International Participants Payment Method 
Registration Deadline: August 12, 2024  (UTC+09:00)

Participants can register for the conference until August 12, 2024 (UTC+09:00)
Please read carefully the registration guidelines below.
We use online registration to complete the registration for participants.
Click on the registration page link: https://kiisc.or.kr/payment/pay/218
At least one presenter per accepted paper, poster must register for the conference as an attendance until Aug. 10, 
2024 (UTC+09:00)

▶   �Registration Fees (International)

Online Attendance
Student

300 USD
General Participant

Offline Attendance
Student 300 USD

Offline Attendance General Participant 450 USD

(Online) Registration includes (a) access to the online conference and (b) the access to the online proceedings.
(Offline) �Registration includes (a) access to the online conference and (b) the access to the online proceedings (c)  

2 Lunches, 1 Banquet

Credit Card
-Use a credit card payment system (EXIMBAY)

Wire Transfer
- beneficiary' name : KIISC
- beneficiary's account number : 754-01-0008-146
- beneficiary's bank : Kookmin Bank
- the branch name : Yeoksamyeok Branch
- SWIFT code : CZNBKRSE
- beneficiary' address : Room 909, Seongji Heights 3-Cha Bldg., 507, Nonhyeon-ro, Gangnam-gu, Seoul, Korea 06132

* This payment method is provided by Eximbay and is billed as www.eximbay.com
* Note: Please note that the billing descriptor will be listed as EXIMBAY.COM

▶   Registration-Related Inquiries
If you have any questions regarding your registrations, please contact the Registration Company via email at 
kiisc@kiisc.or.kr

▶  Registration
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Registration  ◀

▶   �한국인 (국내거주인) 등록안내 
Registration Fees (Domestic) : 사전등록연장 2024년 8월 12일(월)

(오프라인) 온라인 학술대회 참석 링크, 온라인 프로시딩, 점심2회, 만찬 1회 제공 (온라인) 

온라인 학술대회 참석 링크, 온라인 프로시딩 제공

온라인 참가 학생(전일제)/일반 250,000 원

오프라인 참가

학생(전일제) 500,000 원

군·공무원 500,000 원

일반 600,000 원

시니어(63세 이상) 종신회원 무료 0원

▷ �학회 홈페이지( www.kiisc.or.kr )접속 → 학회행사 → 사전등록바로가기 → WISA 2024 (Domestic) 클릭 

(신용카드/계좌이체 결제 가능)

▷ 사전등록 송금처

- 예금주 : 한국정보보호학회

- 계좌번호 : (국민은행) 754-01-0008-146

* 입금명은 필히 [행사명 첫 글자+ 등록자 성함]으로 기재해 주시기 바랍니다.예) WISA 홍길동 - “W홍길동” 기재

* 사전등록 시 등록비는 위의 구좌로 송금하시고, 입금자가 대리일 경우 통보바랍니다.

* �계산서 신청 시, 익일 안으로 등록하신 이메일로 청구용 계산서가 발행됩니다. 영수용 계산서가 필요하신 경우,  

사전에 학회로 연락 바랍니다.

* �등록확인서는 한국정보보호학회 홈페이지 상단 행사 등록 및 참가확인서 바로 가기를 클릭하신 후 등록 시 기재하

시 성함과 이메일을 기재하시면 출력 가능합니다. (결제 완료 후 발행 가능)

* �참가확인서는 행사 종료 후 익일부터 한국정보보호학회 홈페이지 상단 행사 등록 및 참가확인서 바로 가기를 클릭

하신 후 등록 시 기재하시 성함과 이메일을 기재하시면 출력 가능합니다. (결제 완료 후 발행 가능)

* 학생은 다른 소속이 없는 전일제(학부생/대학원생)에 한합니다.

* 학생의 경우 kiisc@kiisc.or.kr로 학생증 사본 송부 바랍니다.

* �군·공무원 등록은 주무관청에 소속 중인 공무원증 소지자에 한합니다. (국공립 교직원 제외) kiisc@kiisc.or.kr로 

공무원증 사본 송부해 주시기 바랍니다.

* 시니어 무료등록은 학회 종신회원으로 1962년 12월 31일 이전 출생자에 한합니다.

* PAPER/POSTER 논문 발표자(저자 중 최소 1인) 는 오프라인 참석 비용으로 등록해주시기 바랍니다.

[행사 문의처] 한국정보보호학회 사무국 02-564-9333(내선2), kiisc@kiisc.or.kr 

[계산서 문의처] 한국정보보호학회 사무국 02-564-9333(내선3), kiisc@kiisc.or.kr 

 

■ 등록비 카드결제 내역 조회:  클릭! 카드내역 조회하기

■ 등록확인서 발행:  클릭! 등록확인서 발행하기 를 통하여 직접 발행받으실 수 있습니다.

                              - 등록비 신용카드 결제 시, 등록확인서는 바로 출력이 가능

                              - 등록비 계좌이체 시, 이체 확인 후 등록확인서 출력 가능 

■ 참가확인서 발행:  클릭! 참가확인서 발행하기 를 통하여 직접 발행받으실 수 있습니다.

                              - 행사 종료 익일부터 참가확인서 출력가능, 등록비 미입금 시 발행 불가 

 2024년 8월 16일(금)까지




